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Disclaimer and Disclosures

• The views and opinions expressed in this presentation are those of the 
author(s) and do not necessarily reflect the official policy or position of 
CDISC.
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• Cerevel Therapeutics (recently acquired by AbbVie) is a customer of 
Arkivum
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Additional Disclaimers

• We are in wrong track (sort of)!

• We are not regulatory experts

• Strongly recommend seeking guidance on your specific requirements 

• Focus of this session is:

• Highlight requirements to consider

• How to manage your records and data in line with good practice and 
regulatory guidelines



Agenda Points

1. An overview of key retention guidelines.

2. Good practice approaches to digital archiving, including alignment to ALCOA+.

3. How to write a retention policy through providing examples of real-life policies.

4. How to manage legal holds.

5. What to do with physical records, including digitizing records and creating 

certified copies.

6. How to approach document and record destruction



TMF Retention Requirements

Region
Regulator/ 
Authority

Relevant 
Regulation(s)/ 

Guideline(s)

Last 
Updated

What is the retention period?

USA FDA
CFR 21 Part 
312.57

2002 
(1987)

“A sponsor shall retain the records and reports required by this part 
for 2 years after a marketing application is approved for the drug”

Canada
Health 
Canada

SOR/2003-196 2022
“The sponsor shall maintain all records referred to in this Part for a 
period of 15 years.”

EU EMA

EU CTR (officially 
EU Reg 

536/2014)
2014

Sponsor & investigator retain the TMF for +25 years – readily 
available for inspection and legible

UK MHRA

Medicines for 
Human Use 

(Clinical Trials) 

Regulations 2004

2004

Currently 5 years, but new regulation proposed. Proposed change: 
“…a proportionate Trial Master File, that must be directly accessible 

to MHRA inspectors, that it is retained for a minimum of 25 years, but 

that more detailed aspects, such as proportionality in the retention 

period, are covered in guidance.”

Global ICH ICH E6 R3 2024 Refer to local/regional regulators’ retention requirements
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What can we learn from these requirements?

• Varied retention periods:

1. Follow local retention rules

• Where the trial was run & where the drug 

will be sold

2. Use the longest relevant retention 
period as the ‘highest lowest common 

denominator’

• General themes:

• More recently updated regulations tend to 
have longer retention periods

• Inspection readiness crucial

• Direct and indirect reference to ALCOA+ 
throughout
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Good practice approaches to digital archiving

Including alignment to the ALCOA+ principles



A risk-based approach 
to GxP retention
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Retention period: up to 5 
years

• Risks:

• Lower risk to data degradation or 
obsolescence

• Considerations:

• How and where to store the data – 
how accessible is it?

• Recommended migration out of 
source system

• Physical storage media is unreliable, 
requires hardware interface and not 
validated

• ALCOA+ still applies!
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Average Lifespan 
of Physical Media*

Media
Average 

Lifespan 
(ideal conditions)

Annual Failure 

Rate (AFR)

(from new)

USB Stick ~10 years 1-2%

CD-R/

CD-RW
5-100 years

Significant 

differences by 

brand and type

Hard drive - 

HDD
3-5 years 2-8%

Hard drive - 

SSD

Less than 10 

years
0.5-1.6%

*15 minutes research on Google from various sources – 

manufacturers, researchers & membership organisations. Huge 
differences depending on make and type of hardware used.



Retention period: Up to 15 years

• Risks:

• High risk of hardware failure

• Increasing risk of software/data 
endurance issues (e.g. corruption)

• Maintaining access to data

• Vendor lock-in/end of life systems

• Considerations:

• Digital safeguarding practices

• Access processes & planning

• ALCOA+ still applies…
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Retention period: At least 15+ 
years

• Risks:

• Higher risk of endurance & access 
issues

• Increased risk of software/file 
format obsolescence – ensuring 
legibility

• Considerations:

• Active long-term digital 
preservation (LTDP)

• And of course…ALCOA+ still 
applies!

Don’t start planning 15 years 
into the retention period!
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Digital preservation bit list

Rationale of why ‘Commercial Software’ is 
considered ‘Critical Endangered’:

“This is a new Bit List entry…to draw attention 
to the particular challenges of content and 
software preservation for commercial 
software products. 

The entry focuses on the distinct risks relating 
to the availability and access to software and 
code, and lack of preservation interest or 
mandate, by companies that publish them, 
creating challenges to preserve digital content 
and software in source code form.”
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Creating a retention policy



Records Retention Schedule

The Records Retention Schedule is a 
documented guidebook that defines how long 
organizations retain records, both physical and 
electronic, before they are either destroyed or 
transferred to an archive. The purpose of a 
Records Retention Schedule is to ensure that 
records are kept for as long as they are needed 
for business, legal, or regulatory purposes, to 
facilitate their timely and appropriate disposal 
when they are no longer required.

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://documentacionhoy.com/contents/blog/2019-01-09/document-management-system-que-es-y-caracteristicas
https://creativecommons.org/licenses/by-nc-sa/3.0/


Benefits of a Records Retention Schedule

Compliance with Legal and Regulatory Requirements

Efficient Use of Storage Space

Cost Savings

Improved Information Management

Mitigation of Legal Risks

Preservation of Corporate Memory and History

Facilitation of Audits and Inspections

Enhanced Data Security and Privacy

Regulators and Stakeholder Confidence



Lifecycle of Records and it’s Records Retention Schedule

• Review governing body compliance and regulations:

• FDA

• EMA

• 21 CFR Part 11

• GMP

• Identify record types

• SOPs

• Reports, logs

• Protocol records

• Patient data

• Describe archival process

• Describe access and security

• Describe disposition of records

• Periodic Reviews

• Identify when you should begin schedule creation



Records Retention Schedule Example

Managing Information 

Systems 

Managing Information Systems – Records related to the development, qualification/validation, implementation and management of 

computerized systems for managing company information. 

Managing Resources Managing Information 

Systems 

Information Technology 

Infrastructure 

Management

Records related to the 

acquisition, installation, 

testing, operation, 

validation, and 

decommission of 

hardware and its 

intrinsically linked 

software.

Change control,

Configurations, 

Decommissioning, 

Inventory management 

and asset registers,

Planning and reporting, 

Specifications, 

Testing

Decommissioned + 5 

years

Managing Resources Managing Information 

Systems 

Software Management 

- Non-regulated 

Records that confirm 

the operational 

effectiveness of 

Company software 

applications not subject 

to regulatory 

inspection.

NOTE: Does NOT 

include records for 

software applications 

that are intrinsically 

linked to hardware.

Access authorization, 

Change control,

Data models, 

Decommissioning 

materials,

Design, 

Quality planning and 

reporting, 

Service documentation,

Source code, 

Specifications and 

requirements, 

Support model, 

Testing, 

User acceptance, 

Validation

Decommissioned + 5 

years



Legal holds, 
physical records, 
record 
destruction



• Create a policy to define the creation of a true certified copy to include the following details:

• Approved system of record

• Approved record types based on country regulations

• ALCOA++ adherence

• Complete scan

• Page orientation

• Correct pagination

• No duplicates

• No blank pages that are not in the original set

• Verification/Validation of copy

• Documented destruction

• Reference governing bodies for compliance

• GAMP Good Practice Guide: Electronic Data Archiving; ISPE, 2007

• Scan/Declare/Destroy Guidance; Pharmaceutical Records and Information Management 
Organization; April 2015

Creating Certified Copies



• Create a destruction policy to include the following details:

• Internal RIM destruction approver

• Authorized personnel for onsite destruction

• Destruction methods:

• Physical:

• Secure physical record storage through destruction

• Must shred to ensure complete destruction

• Cross cut or micro cut shredding

• Provide destruction witness

• Documentation proof of destruction

• Third party shredding services must also comply

• Electronic:

• Use secure data deletion methods like degaussing to ensure no document recovery

• An electronic log of approved records for destruction

Destruction of Records



Key takeaways

1. Initiate and enforce a retention policy at the earliest onset of a 
study

2. Use the longest relevant retention period as the ‘highest 
lowest common denominator’

3. Leverage a risk-based approach to your retention strategy

4. Ensure your destruction policy to be in compliance with your 
organization's retention policy



Thank You!



External Links

Regulations and Guidelines:

• FDA:
• CFR 312.57 – link

• Original publication – link

• Health Canada
• Legislation - link

• EU CTR 
• Search for Articles 57 and 58 – link

• MHRA:
• Current legislation – link 

• March 2023 update – link 

• ICH E6 R3 
• Latest draft - link

Other references:

• AbbVie acquires Cerevel 
Therapeutics

• Press release - Link

• Georgia Southern University
• Digital preservation formats – Link

• Digital Preservation Coalition
• Global ‘Bit List’ – Link

• DPC RAM - Link
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https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?fr=312.57
https://archives.federalregister.gov/issue_slice/1987/3/19/8728-8847.pdf
https://laws-lois.justice.gc.ca/eng/regulations/sor-2003-196/page-6.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014R0536
https://www.legislation.gov.uk/uksi/2004/1031/contents
https://www.gov.uk/government/consultations/consultation-on-proposals-for-legislative-changes-for-clinical-trials/proposals-for-legislative-changes-for-clinical-trials
https://database.ich.org/sites/default/files/ICH_E6%28R3%29_DraftGuideline_2023_0519.pdf
https://news.abbvie.com/2024-08-01-AbbVie-Completes-Acquisition-of-Cerevel-Therapeutics
https://georgiasouthern.libguides.com/c.php?g=833713&p=5953146
https://www.dpconline.org/digipres/champion-digital-preservation/bit-list
https://www.dpconline.org/digipres/implement-digipres/dpc-ram
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